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Introduction

When starting a clinical trial the sponsor must ensure and document that the electronic data processing is complete, accurate, reliable, integer throughout the whole
study.
loe

is, the sponsor must have computerized system(s) and standards based on the recognized international guidelines such us:
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Methods

Sponsor when handling data must ensure through written procedures and appropriate computerized system the adequacy of:

T infrastructure (software local functionality and testing)

system security to prevents unauthorized access (hackers) and system safety to cope with unexpected hardware or software failures (bad luck)
software maintenance (and business continuity plan)

data backup and contingency planning

control of user and assigned roles

data integrity when making changes to the software, such as upgrades or migration/process/transter of data

change control for the software GIMS (Clinical Trial Management System) that may contain an eCRF (electronic Case Report Form)

Due to GOPR/LPD every single clinical data should be provided of a "identity tag” to assess who, when and the reason why it should be accessed and

maditied or hidden/deleted.

education, training, and experience of users

Periodic
Review

"
J

]
DA
LR

]

X
-
]
o
N

MICS

nese quidelines are embodied in the validation process covering the:
m (software)

ata handling, storage and processing (including statistical analysis)
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Computer System Validation
Not only a set of documents, but a way of working. Both data management and
informatics are involved.

Every software built for managing clinical data s

1ould be validated against a set

Performance

User

e b of steps that have the main role of assuring that the data introduced in the
system is safe and correctly treated in order to obtain a set of indicators known
(Functional Operationai as LA (confidentiality, integrity, authenticity), the reason why a commaon set of
v - tools like the Uffice suites (spreadsheets, general use databases) cannot be
s e used in this contexts without huge customizations that can make them unusable
Spec(iéig)ation Qualgg)ation a5 they Te.

Syatem Devslopment & No alternatives to eLRF today, even paper LRF don't really exist cause they are
born as electronic documents, they are simply printed, manually fulfilled,
manually rewritten (hence double source of input mistakes) in an electronic
database for analysis. They are really printed CRF, with no control on data entry.

Results

the proper application of international guidelines involves the process of validating the computer system through procedures and must consistently cover

the configuration, installation and use of the system, then ensure:

 completeness: dataset has all the relevant and necessary information for a given purpose. A complete dataset should not have any missing, duplicated, or
irrelevant values that could atfect the analysis

 accuracy: trained users, data checks, and queries management

o peliability : reproducibility of the data, record retention

* [ntegrity: no distortion or lost of data when changes to the software, migration/processing/transter of data are made,

Conclusion

Data management in c
software and Standarc

orocessed data.

inical trials is not limited to t
Uperating Procedures in order to ensure the fulfillment of Confidentiality, Integrity, Authenticity indicators throughout the “litecycle” of the

1e purchase or use of software but is a working method based on the security of data flow through appropriate
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